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Abstract—This paper proposes Coalitional Game-Based
Broadcast Proxy Re-encryption in IoT — a broadcast proxy re-
encryption for adding new IoT devices. The proxy re-encryption
is extended to broadcast proxy re-encryption to prevent re-
calculation of the re-encryption key. However, the group of
recipients needs to be pre-determined before the calculation of the
re-encryption key. If any new IoT device requires the same data,
an individual re-encryption key is generated for him/her. Hence,
generating individual re-encryption key is an overhead for the
organization. We propose a re-encryption key updation for the
broadcast proxy re-encryption method. If excessive IoT devices
want to join the group of the existing recipient, then updation
needs to be done learnedly as an excessive number of recipients
in a group increases the computation cost of the decryption
extremely for all the members of the group. Therefore, we use the
coalitional game theory to estimate the optimal number of new
recipients from all new recipients. We update the re-encryption
key for the optimal number of members and a separate’ re-
encryption key is calculated for other recipients. We prove the
correctness of the CBP. We prove that if any recipient behaves
maliciously, s’/he cannot get the secret key of the organization.

Index Terms—Proxy Re-encryption, Broadcast encryption,
Cloud, Coalitional Game theory, Identity-based encryption.

I. INTRODUCTION

Ifferent organizations and institutes store their data to

the cloud server. The data may contain.cenfidential
information for some applications like healthcare, military, and
vehicular application. The data owner stores his/her encrypted
data to avoid data leakage. Whenever the data is required, it
is downloaded and decrypted using a secret key..However, the
data needs to be shared with another userwith maintaining
confidentiality. Proxy Re-encryption (P-RE) [1].is/a proficient
scheme to share confidential data with, another user. P-RE
is extended to the Broadcast Proxy Re-eneryption (B-RE)
[2] to delegate confidential cloud data with more than one
recipients. The data owner requires to compute a single re-
encryption key (ReKey) for more than-ene user and the ReKey
is used to transform the original ciphertext to the re-encrypted
ciphertext (ReText). The tecipient of the set uses his/her secret
key to recover the data. There are different existing B-RE
schemes [2]-[4]. However, the group of recipients of ReText
is predefined in the existing B-RE schemes. Some applications
require adding a new recipient to the existing group after the
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ReText is calculated. If the data owner calculates a separate
ReKey for each new user, it becomes an overburden for
him/her. The reductionyof the computation cost of the data
owner is possible if we update the existing ReKey instead to
re-compute it. However, ifan excessive number of users wish
to be added to‘the existing group, the decryption cost of the
recipient grows linearly as the decryption cost is dependent
on the count of recipients present in the group. Therefore, it
needs to be decided on how many new recipients can be joined
with the existingyrecipient to avoid the huge decryption cost.

A. Motivation

The owner of the cloud data shares his/her sensitive data
with a user using P-RE. To reduce the cost of the data owner,
a single ReKey is generated for more than one recipient
using the concept of B-RE. However, the existing B-RE
schemes consider that the set of the recipient is fixed at the
time of ReKey computation. In a real-life scenario of mobile
applications, the IoT devices may join the existing group of
IoT devices after the ReKey and ReText computation. Fig. 1
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Fig. 1: Motivation scenario

shows a motivation scenario of the CBP scheme. Suppose,
an organization provides a particular service to different IoT
devices. Therefore, the devices should be registered to the
organization. Initially, the service data is shared with a few
numbers of recipients. Later, some new IoT devices want
to join the group. If the organization generates ReKey for
the addition of each new recipient, it incurs a high cost.
It is better to update the ReKey instead of re-calculating
the ReKey. However, in B-RE, the computation cost of the
recipient depends on the number of members of the group.
Hence, adding multiple IoT devices to the group becomes an
overburden for the recipient. Therefore, it is needed to find



the optimal number of recipients who can join the group.
Depending on the result, it updates ReKey and ReText.

B. Contribution

In CBP, we use coalitional game theory to decide on the
joining of the new users. We find out the optimal number of
new recipients who can join the existing recipient group based
on the decision. We update the existing ReKey and ReText.
The recipients of the existing group use the same secret key to
decrypt the updated ReText. We analyze the proposed scheme
and prove that the scheme is correct. Additionally, we prove
that CBP is secure against the inside attacker. Finally, we
implement CBP to show its efficiency over other existing
schemes. The contributions of the proposed scheme are listed
as follows.

1) We use coalitional game theory to find the optimal
number of new IoT devices that can join the existing
group.

2) We update the existing ReKey and ReText to add new
IoT devices to the existing group of recipients.

3) We prove the correctness of the proposed scheme.

4) We prove that if any malicious recipient is present in
the group of recipients, s/he cannot get the secret key of
the organization.

5) We implement CBP and show its efficiency over other
existing schemes.

II. RELATED WORK
A. Proxy Re-encryption

The concept of P-RE is initially introduced in Ref. [L],
where a semi-trusted entity transforms the ciphertext of one
user to a ciphertext of another user, without revealing,any
information of the plaintext. Various P-RE algotrithms [5]
[6] [7] [8] are proposed. A unidirectional P-RE scheme is
proposed in Ref. [5], where more than one proxy server is
required to transform the ciphertext. All the,proxy setvers hold
a part of ReKey. Another unidirectional s¢hemedsyproposed in
Ref. [6]. Here, one part of the secret key is‘given to the proxy,
and another part is given to the recipient. PKilg(Public Key
Infrastructure) schemes need expensivencertificates to verify
the public key of the recipients. Identity-based P-RE scheme
is proposed in Ref. [7], which is proyen secure in the random-
oracle model. Secure Identity-based P-RE is proposed in Ref.
[9]. Here, the secret keys of the data owner, the recipients,
and the identity of the recipient are not revealed. Chosen-
ciphertext secure P-RE ‘scheme is proposed in Ref. [10] based
on the Decisional Bilinear Diffie-Hellman assumption.

B. Broadcast Proxy Re-encryption

P-RE is used to re-encrypt for a single recipient. The
ReKey needs to be re-calculated, when multiple recipients are
present, which _is.a headache for the data owner. Therefore,
the conditional B-RE, scheme is proposed in Ref. [2] using
broadeast encryption [11], [12], where the data owner gener-
ates/a ReKey foma.set of recipients. The data owner specifies
different conditions to control the re-encryption. A time-based

P-RE scheme is proposed in Ref. [13]. Here; a timesbased
algorithm is used to control the time_of, re-encryption of the
initial ciphertext. The data owner needs to know the recipients
of the initial ciphertext. Conditional, B-RE s proposed in
Ref. [3] to forward the emailsinythe cloud/from one set of
recipients to another set of recipients. The scheme is a chosen-
plaintext attack secure. A conditional ‘dynamic B-RE scheme
is proposed in Ref. [14]. \Here, another entity the broadcast
center generates the ReKey onbehalf of the data owner. A fine-
grained access control conditional B-RE scheme is proposed
in Ref. [15], where the ReKey is computed using a set of
attributes. The recipients having matching attributes with the
original ciphertext,«decrypt the ReText. A chosen-ciphertext
secure, collusion-resistant B-RE scheme is introduced in Ref.
[16]. A revocable B-RE algorithm is introduced in Ref. [4].
The power of the-revocation is given to the cloud server. The
data owner outputs the)list of the intended revoked users and
delegates, it to the cloud server, which updates the existing
ReKey basedyon the revocation list to revoke some recipients
from the groupof existing recipients. A conditional B-RE
scheme is proposed in Ref. [17], where the condition is used
as a set of strings. A set of a string is used in the original
ciphertext generation and another set of a string is used in the
ReKey generation. If the similarity between these two sets of
strings is greater than the threshold value, then the proxy server
can re-encrypt the original ciphertext. Privacy-protected B-RE
algorithm is introduced in Ref. [18], where a recipient cannot
discoyer the identities of the other recipients of the group. An
optimal group size of the B-RE system is calculated in Ref.
[19]. The scheme balances the utilities of the data owner and
the recipients.

C. Encrypted data Sharing in IoT devices

There are different existing works [20]-[24] on secure data
sharing in IoT devices. An IoT-based proxy re-encryption
scheme is proposed in Ref. [20]. The proposed scheme is
bidirectional and it supports the multi-hop functionalities. The
drawback of the scheme is that the sender needs the private
key of the recipient to generate the re-encryption key. An
attribute-based encryption scheme is proposed in Ref. [21],
where partial encryption and decryption operations are done
at the edge nodes. Hence, the computation costs of encryption
and decryption are reduced for resource-constrained devices. A
multi-user searchable encryption scheme is proposed in Ref.
[22] to retrieve query-related encrypted cloud data for IoT
devices. The drawback of the scheme is that the size of the
master public key increases linearly with the total number of
users. An attribute-based data sharing scheme is proposed in
[23], where the data are collected by different vehicles and the
data is stored in the blockchain.

D. Game theory in Broadcast Proxy Re-encryption

In B-RE algorithms [2]-[4], the game is defined between a
challenger and an adversary and it is proved that the scheme
is secure against chosen-plaintext attack and chosen ciphertext
attack. There are different co-operative [25], [26] and non-
cooperative game [27]-[29] in the existing literature, which



can be used to decide security algorithms. However, these
algorithms are rarely used in B-RE algorithms. A game-based
security protocol is introduced in Ref. [30] in the social
network, where any user can join or exit from the contact
list of another user. In this scheme, a game is played between
a good user and the service provider and between a bad user
and the service provider. Nash bargaining is used to show
that the players gain more utility of privacy and advertising if
they are good users. To find the group size of recipients, non-
cooperative bargaining is used in Ref. [19], which balances the
utilities of the data owner and the recipients. Additionally, it
increases the total utility of the system, while the total utility
is calculated based on the utilities of the data owner, the proxy
server, and the recipient.

E. Inference

The existing B-RE schemes allow the generation of a single
ReKey for multiple recipients but it considers that the group of
the recipients is predefined, which is not the case in real life.
There are some existing B-RE algorithms for user revocation
[4], [14]. However, in Ref. [14], a separate entity generates
ReKey for the existing group of recipients and in Ref. [4],
the power of revocation is given to the proxy server, which is
not fully trusted. None of the existing schemes discuss about
the joining of the new recipients. Hence, there is a need/for
a B-RE algorithm, where a new recipient can easily join the
existing group of recipients. On the other hand, if we keep
adding a new user to the existing group, the decryption cost
of the recipients increases linearly. Therefore, our objective is
to decide on whether adding the new recipients to the existing
group is beneficial, or creating a new group is beneficial:, We
update or re-generate the ReKey based on the decision. Table I
shows the differences between the existing B-RE schemes and
the proposed CBP scheme. In our proposed scheme, we use
new algorithms JoinDecision and UpdateReKey to add new
recipients to the existing group. None of the existing B-RE
scheme supports adding new recipients to the existing,group of
recipients. In JoinDecision algorithm, using coalitional game
theory, we decide the number of optimalyrecipients who can
join the existing group and then the existing ReKey is updated
using UpdateReKey algorithm based on _the identities of the
new recipients.

III. SYSTEM MODEL

The system model conSists of  three<entities, namely the
organization, the proxy server, and the group of IoT devices,
which act as recipients. The organization generates the original
ciphertext and stores it on the cloud server. Here, the organi-
zation also acts as the secret key’ generator, who generates
a secret key for individual IoT /devices. If the organization
wishes to share the ciphertext with a group of recipients, it
generates the ReKey and sends it to the proxy server, who
converts the originalciphertext to ReText using the ReKey.
The recipient can use his/her secret key to decrypt the ReText.

A. Problem area

Fig.2 shows the. system model of the CBP scheme. Let
us/ consider“that in an organization, different IoT devices

are registered with their identities for a patticular service.
The service manager of the organizatien authorizes the IoT
devices with their identities and provides the, secret keys for
the identities. The organization initially stores its original
ciphertext to the cloud serversWhenever s/he€ needs the data,
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Fig. 2: System model

s/he downloads it and decrypts it with the corresponding secret
key. To share the data, s/he generates a ReKey for a group of
IoT devices, and after receiving the ReKey, the proxy server
converts the original ciphertext to the ReText. The receivers
of the group can decrypt the ReText with their corresponding
secret key. However, new IoT devices may want to request the
same data from the organization. If the organization generates
a separate ReKey for each new user, it becomes expensive for
the organization as the computation cost increases linearly. If
the organization updates the ReKey instead of re-generating
the same, it is cost-efficient. However, if we keep adding a
new loT device to the existing group, it increases the cost
of each receiver as they need to compute extra computation,
which increases with the increase in the number of members in
the group. It may also reach the limit of maximum allowable
receivers for each re-encryption. Therefore, the organization
should make a decision, on whether new members can be
joined in the existing group or a new ReKey should be
generated based on the computation cost of the system. In
reality, only a few of the recipients decrypt the ReText because
of the associated computation overhead of the decryption.

Assumptions: The assumptions of the proposed scheme are
listed as follows.

1) Any recipient needs to be registered with the organization
with his/her identity.

2) No separate key generation center is considered.

3) The organization himself/herself generates the parameters
of the system and the secret key of the recipient.

4) We consider that a single data of the organization is
stored in the cloud server.

Design goals: The design goals of the CBP scheme is
summarized as follows. 1) Update the existing ReKey to avoid
the regeneration of the whole ReKey.

2) Proxy server should not have any idea about the new
users from the updated ReKey.



TABLE I: Analysis of existing B-RE schemes

Third party has the Modify the existing

Scheme Unidirectional Proxy server nefad.s Dynamic power to modify the | group afte.r.taking

identities of recipients existing group of care of/utility of

recipients each entity.

Chu et al. [2] Yes Yes No Not relevant Not relevant

Liang et al. [13] Yes No No Not relevant Not relevant

Xu et al. [3] Yes No No Not relevant Not relevant

Jiang and Guo [14] | Yes No Yes Yes No

Ge et al. [4] Yes No Yes Yes No

CBP Yes No Yes No Yes

3) There is a need to find the optimal number of new users
who can join the existing group.

4) The existing user uses his/her same secret key to recover
the plaintext the updated ReText.

5) If the proxy server and the intended recipients collide,
they cannot find out the master key or the secret key of
the organization. 6) The proxy server should not obtain the
identities of the recipients.

I'V. PRELIMINARIES

We discuss some of the required preliminaries as follows.

1) Bilinear map:: Our proposed scheme is built from
bilinear maps [31]. Let G;, and G, be two cyclic groups of
prime order p. A bilinear map e: G| X G1 — G» such that two
generators g1,8> € Gi and a,b € Z,,

. e(g1.82") = e(g1.g2)*", where (g1,82) € Gi, and

(a,b) € Zp, and holds the following properties.

o If u=-e(g,g), then u is the generator of G,.

2) Discrete log problem: Let two elements g1, gp € G; and
G is a cyclic group of prime order p. Here, g; is the generator
of the group G; then the advantage of any pelynomial time
adversary to find x, such that gy = g2, is negligible [32].

V. THE PROPOSED FRAMEWORK

In this section, we define the proposeéd scheme, game
formulation, and discuss the methodology of €BP.

A. Definition

The proposed scheme consists of nine algorithms. All of

the algorithms are definedrasifollows.

1) ParamGen: The/inputs of the ParamGen are security
parameter ¢ and maximum possible number of recipient
in one re-encryption Malt outputs public parameter PP
and master key MK.

2) SecKeyGen: The inputs of the SecKeyGen are master key
MK and the_identity of user a;. It gives secret key of
user ;

3) OriginalEne: The inputs of the OriginalEnc are PP,
identity of the recipient of original recipient @;, and
plaintext #. Tt outputs original ciphertext OC.

4) ©riginalDec: The inputs of the OriginalDec are PP,
OC, and the secret key of original ciphertext recipient
;. It"gives plaintext # as output.

5) ReEncKeyGen:/The inputs of the ReEncKeyGen are PP,
secret key of ‘organization «,, and the identities of the
recipients R = _{aj, @y, ..., a,}. It outputs the ReKey
rky.

6) /ReCipherGen._The inputs of the ReCipherGen are PP,
rky, and,OC. It outputs the ReText RC.

7) JoinDecision: This algorithm takes M, existing number
of recipients in the group R, which is x, and the number
of new.recipients want to join n as inputs. It outputs an
optimal value of new recipient k, who can join the group
R.

8) UpdateReKey: This algorithm inputs the optimal value
of new recipient k, the ReKey rky. It outputs the
updated ReKey rky’. It adds the k members to the
existing group R. The proxy server inputs the updated
ReKey rky and RC. It outputs the updated ReText RC .

9) ReDec: The inputs of the ReDec are initial ReText RC
or updated ReText RC’, the identity of the recipient a;,
and secret key «;. If a; € R, then the algorithm outputs
P, else it outputs L.

B. Game formulation

1) Justification of using coalitional game: Our objective is
to decide whether new members can join the existing group
of recipients or not. If we keep on adding the new member
to the group of existing recipients, it would be beneficial for
the organization as s/he does not require to generate separate
ReKey for all the new recipients. However, the computation
cost of the decryption increases with the count of recipients in
the group. We aim to reduce the cost of the system in terms
of size and computation cost. Therefore, we need to consider
the utility function of both the organization and the recipient
to find out the optimal number of new recipients who can join
the group. The coalitional game is a game between a group
of players where the goal of the players is to find the utilities.
The players can get in a group though they are competitive in
nature. In the scenario, our goal is to find the best scenario for
the system in terms of size and computation cost, where the
players are the organization and the recipients, and they are
performing in a group. The problem to find the optimal number
of recipients can be mapped to the Knapsack problem which is
NP hard problem. Hence, to provide an incremental heuristic
solution, coalition game is one of the promising methods to
adopt the dynamics of the proposed system. Hence, we use
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coalitional game theory to formulate the game and solve the
problem of finding the optimal number of new recipients who
can join the existing group.

2) Game model: We formulate the coalitional game as
follows.

i) The organization and the recipient group are the players
of the coalitional game.

ii) The utility functions of the organization and the recipi=
ents are Up and Ug respectively. We consider that the ReKey
is initially generated for x number of users. Later, another n
number of users want to join the group. Let the maximum
number of allowable recipients in a group is N. Therefore, the
first condition to add n members in the group of ¥ members
is (x + n) < N. If the n number of receivers is_added to
the existing group, it is beneficial for the organizatiomyas the
organization does not require to calculate a separate ReKey
for each newly joined receiver. It also reduces ‘the,size/of the
required ReKey. However, it incurs the gomputation cost of
the decryption of the ReText as it grows with' the increase of
the count of the recipients in the group.

3) Cost and size evaluation: We dornot consider the proxy
server as the player because it does not have much role in
the updating process. The utility function of the organization
considers the reduction of computation cost and size of ReKey
in the update process than the re-generation of ReKey. The
receiver’s utility depends on'how much extra computation
needs to be done for the newly joined user. Therefore, we
consider both computation cost and size in this scheme. Based
on this, we make a decision, whether updating the ReKey is
better or separate ReKey generation is better. The computation
cost of the sender to, generate a separate ReKey for n number
of receivers is {n.\If we add only k users from n users, then
the ReKey generatiomcost for n new receivers is {1 k+{,(n—k).
Here, 0 < k < n.Here, £y and ¢, are the constants. {; denotes
the computation cost to update the ReKey for a single recipient
and {p,denotes the computation cost to calculate the ReKey
for a single recipient. Here, {, > {; as the calculation cost
of/ReKey/is~always greater than the update cost of ReKey.

It should be noted that the computation cost depends on
expensive_mathematical operations like bilinear pairing and
modular exponentiation. Similarly, if we generate a separate
ReKey for all n new recipients, then the size of the security
elements is {3n. If we add k new users from n new users
to the existing group, then the size is {3(n — k) + {4. Here,
&3and 4 are the constants. {3 is the size of the ReKey for
a single recipient and {4 is the size of the security element,
which is created for a single update of a ReKey. It should be
noted that to update ReKey for kK members, the size of security
elements is constant. The size grows linearly with the count
of recipients for (n — k) members as a separate ReKey needs
to be generated. On the other hand, if £ members are added to
the existing group of x members, then the cost of decryption
for each member is n; + n2(x + n) as the count of members
in the group is x +n. Here, n; and 7, are constants, where 7
is a constant amount of expensive operations for decryption,
which does not depend on the number of recipients and 7,
is the number of expensive operations for decryption for a
single recipient, which linearly increases with the increase of
the count of recipients present in the group.

4) Utility function: The system’s utility function depends
on both the players’ utility functions. Here, the utility function
of the organization is inversely proportional to the utility
function of the existing receiver. The utility function of the
organization is denoted as Ugp (x, n, k) and the utility function
of the receiver is denoted by Ug(x,n, k). Here, The utility
function of the organization Up(x,n, k) is directly propor-
tional to k and the utility function of the receiver Ug(x, n, k)
is proportional to —k, where, 0 < k < n. Hence, we can say
Ug(x,n, k) and k are negatively correlated to each other. Here,
n is the number of users that want to join the existing group,
where the initial number of members is x.

a) Utility function of the organization: The utility func-
tion of the organization depends on the cost of ReKey gener-
ation and the sizes of the ReKey. Therefore, we can write

Uo(x.n.k) = Uo,,, (x.n.k) + Uo,,., (x.nk) (1)

cost



The cost-utility function of the organization is denoted as
Uo.,, (x,n,k). It is calculated based on how much cost is
reduced to add n new users to the existing group. If n
users are added to the existing group, it is efficient for the
organization as the existing ReKey only needs to be updated.
We calculate how much cost is reduced to add k members
from n members and for other (n — k) members, a separate
ReKey is generated. Hence, the cost-utility function of the
organization is calculated as follows.
U _(on) - (Lk+HL(n—k) (L —-40)k
Oy (X1, k) = =
- Lon &on
2

Similarly, the size utility of the organization is denoted as
Uo,;..(x,n, k). If total n members are added to the existing
recipient group, it increases the size of security elements as it
does not need to generate the whole ReKey. We calculate how
much size is reduced to add kK members from » members and
for other (n — k) members, a separate ReKey is generated.
Therefore, the size utility function of the organization is
calculated as follows.

Vo ek - B = (@0-B &) (@GR -G

size On On

The utility function of the oréanization can be written as a
combination of the cost-utility function and the size-utility
function of the organization. Here, the impact factors of the
cost-utility and the size-utility are denoted as ¢, and dg
respectively. Therefore, the utility function of the organization
can be written as follows.

5. (& - Cl)k)+

Uo (51, k) = (5:U0,) + (8sU0u.) = (
Lon

k) —
((5s (g3k) 54) @

. . . g3n
b) Utility function of the recipient: The utility function of

the recipient is calculated based on the computation/costof the
existing recipient to decrypt the ReText. The cost of decryption
increases linearly with the increase in the number of members
of the existing group. Therefore, if we add n members to the
existing group of x users, the computation cost of deeryption of
the ReText is maximum. In this situations/the decryption cost
is 71+712(x+n) as the number of recipients present in the group
is x +n. On the other hand, if only & number of reCipients are
added to the existing group, the decryption cost is 771 +172 (x+k).
The utility function of the recipient is calculated based on how
much the computation cost of decryptien of the ReText is
reduced after adding kK members to'the group of x members.
For the other (n — k) usérs, a separate‘ReKey is generated.
Hence, the recipient does not need to consider these users.
The utility function of the recipient in the group is calculated
as follows.

Ur(x,n, k) =

(m +n2(x +n)) =1 +m(x +k))
(m +n2(x +n))
n2(n — k)

= (5)
\ : (m+mx+n)
c) System utilitysfunction: The system utility function is

denoted as Usysrem (¥, n, k). It is a combination of the utility
functions of the organization and the existing recipients. The
k number of members is added to the existing group of x.
Hence, the totalndecryption cost of all the x + k members is
considered in the system utility function. Therefore, we can

write the system utility function as follows:

Ugys,em(x,n, k) = Ao(Uo) +AR(UR)()C+]€) (6)
Here, Ao is the impact factor of the organization and Ag is
the impact factor of the receiver. Therefore, we can write the
total utility function of the systemnas follows.

(&> -4k (§3k) = &a
Usystem(x,n, k) = AO(((Scé,z—n) + (5ST))+
m2(n — k) (x + k)

@)
o . (m+mx+n) |
5) Objective function: We calculate the utility function

Usystem(x,n,k) for 0 < k < n. The optimal value of k
is calculated for which Ugysem is the maximum among all
possible values. Therefore, we can write the objective function
as follows.
Max{Usysrem(x,n, k), YO < k < n}. Here, initially, the
ReKey/is generated for the x number of users. Later n new
membersiwant to jein.the group. The function must satisfy the
constraints as‘follows.
1) x+n < N, Here N is the maximum number of allowable
receivers in the receiver group.
2) 0<dgos < 1.
3) 0 <AL A < 1.
4) The n number of receivers who want to join the same
group.
6). Equilibrium analysis: We select the strategy (k,n) over

(l,n), if Usystem(x,1,k) > Usystem(x,n,1). It is not possible
to increase one player’s utility without decreasing the other
player’s utility. The strategy (k*,n) is in nash equilibrium,
if Usystem(x,n, k™) is maximum among all Usygem (X, 1, k),
where 0 < k < n.

C. Methodology

We use the coalitional game theory [26] in the B-RE [3]
scheme. The concept of the B-RE scheme is borrowed from
the schemes proposed in Refs. [3], [4]. However, in Refs. [3],
[4], the initial ciphertext is shared with multiple recipients.
The proposed scheme considers that the initial ciphertext is
only shared with the identity of the organization. A separate
key generation center is present in the schemes Refs. [3] and
[4]. In our case, the organization provides services to the user.
Hence, the users need to register with the organization at the
time of key generation. After authentication of the identity of
the recipient, it generates a secret key for the registered users.
Additionally, we propose the decision-making process to find
out the optimal number of members from the intended newly
joined members, and we update the ReKey and ReText based
on the resulting decision. The proposed scheme consists of
nine algorithms namely ParamGen, SecKeyGen, OriginalEnc,
OriginalDec, ReEncKeyGen, ReCipherGen, JoinDecision, Up-
dateReKey, and ReDec. Fig. 3 shows the workflow of the
proposed scheme. The organization runs ParamGen algorithm
to generate the public parameter and the master key. The
public parameter is given to the other entities in the system.
The organization runs SecKeyGen algorithm to register a
user. The user, who wants to register himself/herself to the



organization, sends his/her identity and the organization runs
SecKeyGen algorithm to generate a secret key for the user.
The organization runs OriginalEnc algorithm to compute the
original ciphertext for himself/herself before storing it on the
cloud server. Whenever, s/he requires the data, s/he downloads
the data and runs OriginalDec algorithm to get the original
data back. If the organization wants to share the data with
a group of recipients, s/he runs ReEncKeyGen algorithm to
calculate the ReKey and the key is sent to the proxy server.
The proxy server runs ReCipherGen algorithm to calculate
the ReText for the group of recipients. If later, some new
members want to join the existing group of the recipient,
the organization runs JoinDecision algorithm to find out the
optimal number of recipients who can join the existing group.
The new ReKey is generated for the other new members.
After finding the optimal number of recipients, who can join,
the organization runs UpdateReKey to generate the updated
ReKey. The organization runs ReEncKeyGen algorithm to
generate a ReKey for the remaining new recipients. The proxy
server updates the existing ReText based on the updated ReKey
and generates a new ReText for the remaining recipients using
the newly calculated ReKey. The original ReText and the
updated ReText both can be decrypted by the ReDec using
the secret key of the recipient if the identity of the recipient
is present in the group of recipients.

1) ParamGen: The inputs are security parameter ¢ and max-
imum possible number of recipient in one re-encryption M.
It computes a bilinear map e : G; X G| — G». Three random
elements g,y,z € G1 and a random element p € Z,, are cho-
sen. Two functions 771 : {0,1}* — Z, and # : G» — G are
defined. Here, X = {y, y*, ...,pr} and X, = {z,7°, ...,sz}.
Here, u = e(g,y) and y = gF. ParamGen ouftputs the
public parameter PP = {e, G1, G2, U, x> X1, X2, F1, 2} and
the master key MK = {g, p}.

2) SecKeyGen: The inputs are master key MK plllbliC

parameter PP, and identity «;. It calculates k; = g7,
It outputs secret key «;.

3) OriginalEnc: The inputs of OriginalEnc aresplaintext P,
identity @;, and public parameter . It'selects § € Z, and
calculates OC; = y P, OC, = yPPthi(@i))QC;3 = uPP,

,8("*’(1("")) . B .
and OC4 =z \ 71te@) J_ It gives the original ciphertext OC =
{0C1,0C2,0C3,0C4} as outputs

4) OriginalDec: The inputs are JOC, PP, «a;, and «;. It

calculates K = e(k;, OCo)aThen'it calculates the plaintext as
P =92
K

5) ReEncKeyGen: Onyinput/of PP, secret key of organiza-
tion k,, and intended group of recipients R = {a, @2, ..., @x},
it selects y,00 € Z, and caleulates rky, = x™ 7, rky; =
y7n¢yj57€(ﬂ+ﬁ(0[))’ rkys = B (u?)y?, and rkys = KOZ(}»—I((#,).
It outputs the ReKey rky = {rky|,rky;, rkys,rkys}.

6) ReCipherGen: It inputs OC and rky. It calculates
RCI = rkyl, RCz = rkyz, RC3 = rkyg, RC4 = OC4,
and RCs = QCze(rkysOC,)~". The resulted ReText is
RC = {RC1,RC2,RC3,RC4,RCs}.

7) doinDecision: This algorithm takes M, x = |R|, the
number of newnrrecipients n, the constants of organization
(&, &, £3,43), the constants of the receiver (171,12), the cost

impact factor of the organization J., the size,impact actor
of the organization J, the impact facter of the organization
Ao, and the impact factor of the frecipient, Ag as inputs.
It checks whether x + n < M jorwnot. If ) x +n > M,
then it aborts. It runs separatesReEncKeyGen for the n new
members. Else, it calculatés Usysrem(%, 1, k) for 0 < k < n as
follows and selects the (k* = k, for which Ugysem(x,n, k)
is maximum among all| possible values. Usysrem(x,n, k) =
L-G)k Sk m(n—k)|x+k
Ao((éc( {2’1) )+(5s< gj)n )).,.AR((U(]TM).Itoutputs
the optimal number of new recipients k*. The organization
runs ReEncKeyGen algorithm for n — k™ new members to
generate a separate’ReKey. Therefore, if n number of new
recipients want to joift the existing group of x members, the
JoinDecision algorithm, calculates the optimal number of new
recipients k* from n, who can join the existing group of x
elements. The organization runs ReEncKeyGen algorithm and
generates,separate ReKey for remaining n—k* members. Then,
a separate ReText is generated using the newly calculated
RéKey. The n — k" new members can use an individual secret
key to, decrypt the ReText.
8) “UpdateReKey: This

algorithm takes k* new
members of group R = {a;,a;,...,a}(*,}, existing
ReKey rky = {rky,,rky,,rkys,rkys}, and master key
MK as inputs. It generates updated ReKey as follows

Moy, | - rkygpﬁﬁ(a]))(mﬁ(a;))---(mﬁ(w;{*))' Finally,

the updated ReKey is rky = {rkyi.rky, rkys, rkys}.
After getting the updated ReKey, the new ReText is
calculated. Here, RC/Z = rky;. Hence, the new ReText is
RC' = {RC],RC;,RC3,RC4,RC5}. It updates the group
R = R UR'. The cardinality of the group is updated to
(x+ k") = |R]

9) ReDec: ReDec takes initial ReText RC or up-
dated ReText RC’, the identity of the recipient a;,
and secret key «; as inputs. It calculates K =

1
(e(Rcl,y®<”i’R))e(Ki,Rcz))n”"ER’”’*"" )it it s initial
ReText, where x = |R].

If it is updated ReText, then lit calculates K =

e(RCl,yd’(“i’R))e(Ki,RC/z)) Hay ek T Here, (x +
k*) = |R|. The function ®(a;, R) can be written as ®(a;, R) =
7 (Mayeroasar (0 + Fi@) = Tayeias v (File)). I

calculates P’ = RC5€(%,RC4). If @; € R, then P’ = P,
else the algorithm aborts.

VI. ANALYSIS

In this Section, motivated by the work proposed in Ref. [3],
we analyze the proposed algorithm in terms of correctness and
security analysis of the algorithm. Theorem 1 proves that the
CBP scheme is secure against an inside attacker. Theorem 2
proves the correctness of CBP.

Theorem 1. If there exists an insider attacker A, who holds
a secret key k;, where a; € R and R is the existing group after
adding the new members, then A can output organization’s
secret key k, with probability €, then the attacker can solve
discrete log problem with the same probability.



Proof. Here, adversary A is any member from the recipient’s
group, who behaves maliciously. The adversary A can holds
one secret key of any recipient «;, where @; € R. The ReText
is RC = {RC{,RC,,RC3,RC4,RCs5}, where RC; = x77,

RC2T(=) yVHajefR(P’le(Gi)), RC; = FHW)y”, RCs =

P+ a; o _

Z"’( leai) ) and RCs = uﬁgoe(,(ozifqmn),yﬁ(p+ﬁ(m))) .

At the time of decryption, s/he calculates K =
1

(6(7%01,yd’(”"’m)e(xi,ﬂcz))n"’“’”’”"m"”. Then  s/he

calculates y7 = TZ{(%) After decrypting RC with the secret

key «;, adversary A can easily find y?. To find the secret
key of the organization «,, it is clear that adversary A has
to know the value of o. Adversary has y“ and y, as y is
a master public key parameter. Therefore, it is clear that to
find out the secret key of the organization, adversary A has
to break the discrete log problem. So we can say that the
advantage of adversary A to break the proposed scheme
is €. Here, ¢ is negligible. Hence, we can say that for any
adversary A, the probability to break the proposed scheme
under inside attack is negligible. O

Theorem 1 proves if any user belongs to the existing group,
s/he cannot access the organization’s secret key using his/her
secret key, re-encrypted ciphertext, and public parameter.
Therefore, any outside attacker, who has only access to the
public parameter, and does not have any knowledge about
the existing recipients, new recipients, or any secret key,
cannot discover the organization’s secret key. Moreover, if we
talk about the re-encrypted ciphertext, if the user belongs to
the group, s/he can decrypt the corresponding re-encrypted
ciphertext as s/he has his/her secret key. However, for any
outside attacker, it is impossible to decrypt any re-encrypted
ciphertext as s/he is not a group member and does not have
any secret key.

Theorem 2. If the organization decides to add a new user
a; to the group of existing recipients R = {a1,az,...; ax},
the existing user can recover plaintext P, from thesupdated
re-encrypted ciphertext.

Proof. If new user a;. joins them group of existing
recipients R =

{a1,as,...,ay}, then the existing group

is R = RU oz;.. Let a1 = a;. Thehupdated ReText is

RC" = {RC1,RC,,RC3,RC4, RC5}. Here, RC; = x77,

RC, = y? MajerterFi(@)) " gege R is the updated group).
p+Fila;)

RC: = Ty’ REM G ), aa res -

WP e(kyz o) | yBPihi (@) F It runs ReDec algorithm as
’]'l(aj)

1
follows. K = (e(RCl, yQ(mﬁ))e(Ki,Rc’z)) Majek.aj2o;

1
B (9()(_7 y®@R)) e (k; yyn"fe’e(m(ﬁ(m)))) Majer,ajra; F1(0))

= (e(gp‘y,y
=e(gy) =u.
. RC3
Then it calculates che(—ﬁm),ﬁm)

7:2(u7)y‘7' P (@)
F1(a;)
210 2 5 ))
= P Hence, theyexisting recipient can recover the plaintext
P Arom the updated ReText. O

= uﬁpe(,(()z'ﬁ(‘rrrm,yﬁ(p+“ﬁ(ai)))_le(

TABLE II: Experimental setup and benchmarks

Hardware Intel Core i3-10110U CPU@2.10GHz
Operating system | Ubuntu 16.04 LTS
Compiler gce-5.4.0

Oracle”VirtualBox 6.1
pbe library (version:0.5.14) [33]

Virtual machine
Program Library

Benchmarks Conditional B-RE, Revocable B-RE

TABLE III: Simulationsparameter

Parameter Value
Impac.:t factors of the cost 5. =05.6,=05
and size

Impact factors of the

organization and recipient 8o =05, Ar =03

el H=1,0=4,
Constants of the organization L=d =1
Constants of the recipients m=2m=4
Number ofuinitial recipients 50
Number of new, recipients 100 to 350
Coalition size 20 to 110

VII. PERFORMANCE ANALYSIS
A. Experimental Setup and benchmarks

The experimental setup and the benchmarks are shown in
TABLE II. We use the pbc library [33] to implement the
proposed scheme and compare it with the existing schemes
Conditional B-RE [3] and Revocable B-RE [4]. The Condi-
tional B-RE scheme is a B-RE scheme to forward the email
which is stored in the cloud server. This scheme does not
support any mobility of the recipients. The Revocable B-RE
scheme is used to revoke existing users. Revocable B-RE
scheme is the extension of the Conditional B-RE scheme, but
the revocation power is given to the proxy server, which is
not fully trusted. The objective of our proposed B-RE method
is to find the optimal number of new recipients who can
join the existing group of recipients when a large number of
new recipients want to join the group. Therefore, we compare
the proposed scheme with these algorithms. The proposed
scheme is similar to the conditional B-RE and revocable B-RE
schemes. In the proposed scheme, we consider that the data
owner has the access to the master key and we update the
ReKey instead of re-generating it. Additionally, the proposed
scheme uses coalitional game theory to find the number of
members who can join the existing group.

B. Simulation parameters

TABLE III shows the parameters used in the simulation

@ Ry (o7 e e Moy er (047 (a1) ))) Wﬁi}fameter- The cost and the size impact factors, impact factors

of the organization and the recipients, which are used in the
simulation are mentioned. We also mention the value of the
constants, the number of initial recipients, and the number of
new recipients, which are used in the simulation. The system’s
utility depends on the utility of the organization and the utility
of the recipients. The utility of the organization depends on the
cost utility and size utility. The impact factors of the cost and
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Fig. 4: Re-encryption key generation
time

size are represented as d. and J; respectively. Here, 0 < ., <
1 and 0 < 65 < 1. We have chosen 6. = 0.5 and 6, = 0.5. On
the other hand, the impact factors of the organization and the
recipients are represented as Ap and Ag respectively. Here,
0<Ap <1 and 0 < Ag < 1. We have chosen Ap = 0.5 and
Ar = 0.5. The values of the constants of the organization and
recipients depend on the number of expensive operations and
the size of security elements, which are different in different
proposed schemes. Referring to the scheme proposed by Xu
et al. [3], the values of the constants of the organization and
recipients {1, {2, {3, {4, 11, and 1, are taken as 1,4, 4, 1, 2/and
4 respectively. The number of initial recipients is considered
as 50 in Fig. 4 and Fig. 5. We have computed the timeof
ReKey generation and the time of the decryption in Fig.4/and
Fig. 5 for 100 to 350 number of new recipients. In Fig:"6,
the joining and decryption time are calculated for cealition
size 20 to 110. In the experiment, we consider that 40% of
the recipients decrypt the ReText as all the recipients may not
perform the decryption operation because of the associated
computation overhead. The coalition size is the number 'of
recipients who can join the existing group of recipients,

C. Performance metrics

The performance metrics, which areftised in the/simulation
are discussed as follows.

1) Re-encryption key generation time: The ReKey genera-
tion time is measured by the required time to generate/update
the ReKey for the new recipients. In the proposed scheme if
n number of recipients want'to join.and(the optimal value is
k, then for k number of recipients, it updates the ReKey and
for (n — k) number of recipients, it generates a new ReKey.

2) Decryption time: 1t 1s measured by the required time to
decrypt the ReText for the existing users. It should be noted,
we only consider the decryption time of a single recipient.

D. Discussion

Fig. 4 shows_the comparisons of the ReKey generation time
of the proposed scheme’with existing schemes. The ReKey
generation cost is almost similar in all the schemes when we
use coalitional gamestheory to minimize the total cost of the
system in CBP.

200 250 300 350

Fig. 5: Decryption time

0.45
0.4
0.35
0.3
0.25
0.2

Time (msec)

Coalition size

Fig. 6: Re-encryption key generation
and decryption time vary with coali-
tional size

We update the-existing ReKey for the optimal number of
members and thesother members, we calculate a separate
ReKey. The Conditional B-RE and Revocable B-RE generate
separate ReKeys for the newly joined user. The ReKey gener-
ation cost of CBP is less if the coalitional game theory is not
used. than the other existing schemes. Here, the ReKey needs
to be updated for all the newly joined members. No separate
ReKey is generated. Hence, the cost is reduced in this case.

Fig. 5 shows the comparisons of the decryption cost of the
ReText. In the proposed scheme, if coalition game is used,
the optimal number of new members is added to the existing
group. On the other hand, a separate group is formed for
the new recipients. Hence, the number of members present in
the group considers the optimal number of members and the
existing members. The other schemes consider all the newly
Jjoined members in a single group, Hence, the decryption cost
is less in the proposed scheme, if the coalitional game is
used than the other existing schemes. The decryption cost of
the proposed scheme is more than the conditional B-RE and
revocable B-RE if the coalitional game is not used. In that
case, we keep on adding all the newly joined members to
the existing group. It should be noted that the decryption cost
depends on the number of members of the group. Here, in our
case, the group consists of all the newly joined members and
the existing members. For the other existing scheme, only the
newly joined members are present in the group as a separate
ReKey is calculated for new members.

Fig. 6 shows how the increase in coalition size affects the
joining time and decryption time. The coalitional size indicates
the number of members which are added to the group of
existing recipients. In this figure, we want to show how the
variation of the coalitional size affects the joining time and
decryption time. It can be seen that the joining time decreases
with the increase of the coalition size as the ReKey needs
to be updated for the members equal to the coalition size. On
the other hand, the decryption time increases with the increase
in the size of the coalition as the number of members in the
group increases.

VIII. CONCLUSION

In this paper, we proposed a B-RE for adding new recipients
to the existing group of recipients. We formulated the utility
functions of the organization and the recipient based on



the current members of the group and new recipients, who
want to join the group. We used the coalitional game theory
to determine the optimal number of new recipients, whose
addition would be beneficial for the system. The organization
updated the ReKey for the optimal new recipients to reduce the
cost of him/her. The existing recipients can decrypt the updated
ReText using his/her secret key. We proved the correctness
of the proposed scheme. Additionally, CBP is secure against
an inside attacker. Finally, we implemented CBP to show the
effectiveness of the scheme over other existing schemes. We
showed that using the coalitional game reduces the decryption
cost and the total cost of the system.

In the proposed scheme, we consider that the organization has
its key generation center. Therefore, it has access to the master
key. In the future, we can extend the work where a separate
key generation center will be there to produce the secret key
for the users. The work also can be extended to support the
revocation of the existing recipients.
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